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Challenges for Trust and Identity. Well, the first challenge is the scope of each of those 
two topics – so, where to start?

I guess we have all heard about some of the trust issues to do with the Internet lately, so 
I will put that one to one side for the time being, and start by looking at identity - 
because I don't think we can properly understand the trust problem unless we first 
understand the role played by identity.

To start with, let’s consider two different models of identity: one which is essentially 
backward-looking, and the other which is essentially forward-looking. 

Retrospective identity

The first (backward-looking) is the ‘traditional’ view: that is to say, that an identity is a 
credential. The French would say “une pièce d’identité”. According to this model, the 
credential is a token of your whole identity. The token gives you credibility (you can see 
the Latin root credere – to believe - in both words). Your credential is something you 
receive from, and thanks to, someone else (the state, public administration, your 
employer), and you receive it through what Kim Cameron of Microsoft refers to as a 
“trusted ceremony” - a process which has some degree of assurance or reliability. 

Examples of this kind of identity are a passport, a driving license, an access badge, an 
identity card… but also a user ID and password.

This kind of identity has two goals. First, to establish and confirm the relationship of 
identity (they are identical) between the individual presenting a credential, and the 
individual to whom that credential was issued at some point in the past. This is a 
backward-looking or retrospective mechanism, and you will of course recognise it as the 
thing we call authentication.

Second, this kind of identity is used to establish the individual’s uniqueness within a 
given population. Your passport uniquely identifies you within the population of your 
fellow nationals. If someone else shares your name, date and place of birth (as in the 
case of my friend David Walker), their passport should at least have a different number. 
Conversely, you might have dual citizenship and have two passports with the same 
details, but each will uniquely identify you in the citizenry of that country.

Robin Wilton

Technical Outreach 

Director for Identity and 

Privacy

Email:

wilton@isoc.org

Twitter:

@futureidentity 

mailto:wilton@isoc.org


www.internetsociety.org

Attribute-based identity

Now let’s look at a more modern analysis of identity. This consists of a profile based on 
attributes that are either known or inferred about an individual. In many instances of this 
kind of identity, I really don’t care “who you are” - as long as I can draw useful 
conclusions from the information I can attribute, either to you directly, or even to other 
people who I think resemble you. This is not authentication, it is prediction.

As research academic Jason Pridmore puts it: “you don’t have to be in the statistics to 
be affected by the statistics”. That is, in a way, Rule One of Big Data.

Examples of these kinds of attribute are your purchases, the things you read, the food 
you eat, the places you go to. Based on these pieces of information, it is possible to 
infer other facts or probabilities about you, to predict things you might like, places you 
might visit, and so on. 

Think of the history of your online purchases: even if you made them pseudonymously, 
the service provider can still probably infer your age, gender, marital status, musical 
tastes, socio-economic grouping… even your ethical preferences.

This is a model of identity which is more forward-looking. There is no ‘trusted ceremony’ 
in the past that service providers depend on for this model to work; it’s enough to collect 
lots of data and analyse it for trends, patterns and connections. And the purpose, 
generally, is not to confirm something that has already happened: it is to predict, 
influence and make money from what will happen in the future.

Implications  

This second approach to identity has significant implications, at the political, commercial 
and personal levels.

At the political level, we have all heard a lot, recently, about mass surveillance, and the 
extent to which it can be used to profile and even predict individuals’ behaviour. It can 
also, of course, be used to support economic competitiveness through, let’s be frank 
about it, espionage.

Commercially, it enables targeted advertising, the construction of personal profiles and 
behavioural analyses, the monetisation of personal data, its reuse and resale… without 
necessarily engaging the consent or even awareness of the data subject.

And at the personal level, these uses of identity raise serious questions of choice, 
control, autonomy, and the individual's ability to manage their own public personas. 
These factors arise because this kind of identity is used predictively, not retrospectively. 

We find ourselves having to get used to the idea that, based simply on our routine, 
everyday activities, there are third parties (in the commercial and public sectors alike) 
who know about us at an unprecedented level of intimacy.  Those third parties have very 
diverse motivations and interests, which are by no means necessarily aligned with ours.
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The international perspective

Here, I will raise some questions to which I do not necessarily have answers, but which I 
think it is vitally important to ask. 

First, how can we explain the fact that the idea of a national identity card provokes such 
a wide spectrum of reactions in different countries? 

• In Estonia the national eID is hailed as a success; citizens are proud of it, and 
see it as something useful, positive. 

• In France and Germany, national IDs are seen as something practical and 
uncontroversial. 

• In the United Kingdom, a compulsory government-issued ID card is regarded 
with great suspicion, perhaps because of the idea that if you have one, you can 
be stopped and compelled to produce it. 

• In the United States, there is an almost visceral antipathy - at State and 
individual level - to the extent that even the introduction of a Federal driver’s 
license is out of the question, because that would come too close to being a 
national identity card.

• And here in Sweden, the BankID system has achieved, for a decade, what 
some other European governments seem to think is impossible: the successful 
use of a commercially-issued credential to access public services.

There is doubtless a complex equation at work here, and the dominant variables differ 
from country to country. For instance:

• What does a national ID do for me, as a citizen/consumer? 
• Is an ID something over which I will retain control, or is it a means of controlling 

me? 
• Is it something I can trust, or does it indicate that the state thinks I am 

fundamentally untrustworthy?
• Will it cost me, in terms of privacy, more than I might gain in terms of 

convenience?

And there is now a meta-question to be answered: has this calculation changed, from 
my perspective, in the light of what Edward Snowden has revealed about government 
surveillance? In particular, how is it affected by the evidence of an attack on privacy 
which is both systematic and sustained, and which appears to be ‘business as usual’ 
even in regimes which consider themselves to be models of democratic government. 

Framing the Problem

For a moment, let’s return to the question of privacy and national/cultural differences, to 
examine some of the contrasting assumptions that guide attitudes on either side of the 
Atlantic. 

In the United States, as you are doubtless aware, there is no single law establishing a 
fundamental right to respect for privacy. Instead of, say, Article 8 of the European 
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Convention on Human Rights, one finds a patchwork of sector-specific laws and 
industry self-regulation. 

There is HIPAA for health-care data, COPPA for the protection of children online, 
Gramm-Leach-Bliley for financial services, and so on. There’s even Bork’s Law, which 
deals with the use of video rental records, and which was born out of Supreme Court 
Justice Bork’s displeasure at the publication of his own video rental history, banal as it 
was. Interestingly, there is no corresponding law to regulate the equivalent data relating 
to online ‘pay per view’ video rental. There is also an underlying assumption that 
regulation stifles economic activity.

So there’s a question about precedence and prioritisation. Should laws and policies give 
primacy to national economic interests, or to the social interest in individual privacy as a 
right?

It often seems to me that in the United States, there is a preoccupation with economic 
activity as the supreme social good. Note that I don’t say economic growth, still less 
sustainable economic growth. That might have made John Maynard Keynes proud, but 
it these days it makes Europeans uneasy, because (as Article 8 implies) they see 
economic activity as a qualified social good; one to be balanced against (and 
occasionally even over-ridden by) the competing social good of personal privacy and 
autonomy.

The question on one side seems to be “what’s the point fretting about privacy, if your 
economy is flat-lining?”; and the answer seems to be “what’s your economy good for, if it 
comes at the cost of freedom of choice, and respect for privacy?”. 

Whichever position one favours of these two, one thing is clear: the governance regimes 
that were supposed to be protecting our privacy have lacked appropriate levels of 
transparency, and have disappointed the legitimate expectations of citizens and privacy 
advocates alike. 

The open question is how to remedy this shortcoming. 

The technical community, as the recent IETF plenary in Vancouver made clear, is 
considering how to harden the infrastructure of the Internet against inappropriate 
interception. 

The wider community, including civil society, has yet to decide whether the remedy is to 
retain the same governance approach but try to ensure it is more effectively enforced, or 
to design and adopt some other approach entirely.
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Analysing the Problem

What I would like to do now is look at where we might go next, and to break the problem 
down into four areas:

1. Governance
2. Principles
3. Technology
4. Transparency

Governance

First, it seems clear to me that recent events illustrate a long-term failure of governance. 
We all know the pace of technological change has been rapid over the last decade, but I 
would maintain that, fundamentally, the governance problem has not changed. 

How can I make that claim? Well, if you look at many of the international definitions of 
data protection, not only do they date back more than a decade, they also explicitly 
address the question of national security.

For instance: 

• The OECD guidelines on the Protection of Privacy and Transborder Flows of 
Personal Data [30 years old, just revised]

• The EU's Data Protection Directive dates back to 1995. 
• The Council of Europe's Convention 108 (Convention for the protection of 

individuals with regard to the automatic processing of personal data), first 
agreed in 1981, just revised.

• Even the EU's Directive on Privacy and Electronic Communications (2002) 
defines the national security exemption

All of these documents qualify the national security exemption to a greater or lesser 
degree, referring variously to necessity, necessity in a democratic society, and (in the 
case of the PEC Directive) proportionality. 

Now, if you take part in the drafting of these documents, and you argue that there just 
should not be a national security or law enforcement exemption, you're immediately 
regarded as some kind of anarchist. If you agree that there should be exemptions, but 
that they should be explicitly limited, in case someone abuses that power, you're 
regarded as paranoid. 

And when a supposedly “paranoid anarchist” says “I told you so”, it appears the only 
place they can say it from is a transit lounge at Sheremetyevo airport... 

So actually, this problem of how to reconcile legitimate law enforcement access with the 
rights expected by citizens of democratic states has been recognised and documented 
for years and years. It just hasn't been fixed. 
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We took it on trust that what was done in the scope of the law would be not just legal, 
but legitimate. And legitimacy and legality are not the same thing. Legitimacy rests on 
legality, yes – but also on transparency, accountability, proportionality, and even 
fairness. We expected the exemptions to be used in legitimate ways, and our 
expectations have been comprehensively disappointed.

Principles

Second, let's look at the question of principles. Not only has technology changed with 
increasing speed in the last decade, so have our expectations about our own ability to 
access, share and publish information. 

Just as we revisit our assumptions about what is possible, and what we can gain from it, 
so we should constantly revisit our underlying assumptions about identity and privacy. 
What are they, and how does technology help or hinder us as we try to translate them 
from the real world to the digital one?

Identity and privacy are subtle, abstract concepts. They grow out of social interaction, 
and we learn to understand them instinctively from the earliest age. There are 
individuals who, for one reason or another, cannot grasp the ideas of identity and 
privacy at all: you will have noticed that they often find social interaction difficult, and 
sometimes, in extreme cases, have a pathological inability to fit into society.

When you reflect on how adept most of us are at managing the social dimensions of 
personal identity and privacy, it is startling just how bad technology can be as a way of 
translating privacy-respecting social behaviour into privacy-respecting online behaviour. 
Modern technology enables many, many things – but an accurate digital translation of 
real-world identity and privacy is not one of them.

So I think we need to revisit and refine our understanding of what privacy and identity 
are, as we try to hit the constantly-moving target of translating them into technically-
mediated services.

But I think my favourite quotation in this area is from Prof Mireille Hildebrandt (Radboud 
University, Nijmegen): “To speak of 'Privacy by Design' is an outrageous over-reach. 
Privacy is a right. How can you design a right? Data Protection by Design is a more 
realistic framing”.

Technology

Third – let's look at the technological perspective. Bearing Mireille's comment in mind, 
let's start by setting a realistic goal. We should look at the application of technology to 
data protection, but as a means of protecting the right to privacy. 

At the recent IETF sessions in Vancouver, there was overwhelming support for work to 
protect the Internet against the kinds of mass interception and surveillance we now 
know has been taking place. 
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Of course, in a technical community, a lot of that tends to boil down to one question: why 
not just encrypt everything? Eric Schmidt even said as much last week: “The solution to 
government surveillance is to encrypt everything”. 

Well, I'm sorry, but he's just wrong. Encryption may have a role to play, but it is by no 
means a complete solution. For instance, consider the response we have heard from 
the intelligence community about interception:

“Oh, it's not that big a deal: we don't look at the contents of communications, we only 
capture the metadata”. 

One of the Guardian newspaper's recent articles described how the US and UK 
intelligence agencies struck a deal which allowed them to exploit individuals' metadata 
even if it had only been captured incidentally (in other words, the person in question was 
not suspected of anything at all).

According to the article, this gives the NSA the basis to conduct a “contact-chaining” 
analysis, starting from that individual and extending to the so-called “three hops”: the 
friend of a friend of a friend. The Guardian's own research suggests that for an average 
user, just the Facebook social graph alone, within three hops, will encompass up to 5 
million individuals.

Encryption will do nothing to fix that problem.

What's more, we know there are practical scalability issues with the deployment of 
cryptography that have, basically, only been overcome in real life by isolating any crypto 
and certificate-handling functions away from the user. That may be good for usability, 
but it introduces layers of abstraction that mean the user can never really be sure that 
the crypto is doing what it should.

Then there are the problems of how you choose a trustworthy certificate authority, or 
how you decide whether to trust one that has been chosen for you? There is a lot of 
technical work to be done here, but encryption is only a small part of what needs to be 
done.

Transparency

Fourth, and I will keep this brief: Transparency. I honestly do not think the goals of 
accountability, proportionality and fairness can be achieved if transparency is lacking. 
That is to say, without transparency, we can't have legitimacy.

Online privacy and digital identity have to evolve at all those layers I've mentioned: 
policy, social, technical, personal... and, of course, economic and commercial. That 
means having a multi-stakeholder process. 

For transparency, that process has to demonstrate respect for the interests of all 
stakeholders, and protect against the presence (or at least the success) of those who 
may try to act in bad faith.
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Conclusion 

The organisation I work for, the Internet Society, was 20 last year, and has spent those 
20 years crafting, promoting and taking part in an open, multi-stakeholder approach to 
the infrastructure of the Internet. The result has not been flawless, but that would be 
asking a lot. I do not believe any other approach could have done better, or could do 
better in the future.

I hope this paper has told you some things you didn't know. I hope it has given you 
some things to think about. Mostly, I hope it will encourage you to look into this topic 
more closely, because it's one that should concern us all. 
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